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DETAILED ACTION 

1 . Claims 1 - 55 are pending and have been examined. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on 07/22/2004 was filed after the 
mailing date of the first Office action on the merits. The submission is in compliance with the 
provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is being 
considered by the examiner. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371 (c) of this 
title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act of 
1999 (AIPA) and the Intellectual Property and High Technology Technical Amendments Act of 
2002 do not apply when the reference is a U.S. patent resulting directly or indirectly from an 
international application filed before November 29, 2000. Therefore, the prior art date of the 
reference is determined under 35 U.S.C. 102(e) prior to the amendment by the AIPA (pre-AlPA 
35 U.S.C. 102(e)). 

3. Claims 1 -55 are rejected under 35 U.S.C. 102(e) as being anticipated by Margolus et al 
in US Patent Application Publication No. 2004/0162808 (hereinafter US PGPub '808). 

As for claim 1, US PGPub '808 discloses: 
In a computer system, a method for protecting sensitive information, the method comprising: 
receiving input of sensitive information from a user; 
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computing a data shadow of the sensitive information for storage in a repository; 
based on the data shadow stored in the repository, detecting any attempt to transmit the 
sensitive information; and 

blocking any detected attempt to transmit the sensitive information that is not authorized by the 
user, (see Abstract; [0010] - [0012]; Figures 1 & 2) 

For claim 2, US PGPub '808 discloses: 
The method of claim 1, wherein said sensitive information comprises structured data, (see 
[0054], lines 3-9) 

For claim 3, US PGPub '808 discloses: 
The method of claim 2, wherein said data shadow is computed for the structured data as a 
regular expression and a hash, (see [0010], lines 4-9) 

For claim 4, US PGPub '808 discloses: 
The method of claim 3, wherein said hash comprises a MD-5 hash, (see [0059]) 

For claim 5, US PGPub '808 discloses: 
The method of claim 2, wherein said structured data includes credit card number information, 
(see [0051 ], lines 4 -6; [0054], lines 3-9) 

For claim 6, US PGPub '808 discloses: 
The method of claim 2, wherein said structured data includes Social Security number 
information, (see [0051], lines 4-6; [0054], lines 3-9) 

For claim 7, US PGPub '808 discloses: 
The method of claim 3, wherein said regular expression represents formatting information for 
said structured data, (see 0054], lines 3-9) 
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For claim 8, US PGPub '808 discloses: 
The method of claim 3, wherein said hash is computed after normalization of the structured 
data, (see [0054], lines 3-9) 

For claim 9, US PGPub '808 discloses: 
The method of claim 8, wherein said normalization includes removing any formatting information 
before computing the hash, (see [0059]) 

For claim 10, US PGPub '808 discloses: 
The method of claim 1, wherein said sensitive information comprises structured data and said 
detecting step includes: initially detecting said structured data by matching a format for that 
structured data, (see [0054], lines 3-9) 

For claim 1 1 , US PGPub '808 discloses: 
The method of claim 1, wherein said sensitive information comprises literal data, (see [0054], 
lines 3 - 9) 

For claim 12, US PGPub '808 discloses: 
The method of claim 11, wherein said data shadow is computed for the literal data as a length 
value plus at least one hash of the literal data, (see [0010], lines 4-9) 

For claim 13, US PGPub '808 discloses: 
The method of claim 12, wherein said at least one hash includes an additional first pass hash or 
checksum value computed for the literal data, (see Figure 5 & 6) 

For claim 14, US PGPub '808 discloses: 
The method of claim 12, wherein said at least one hash includes a MD-5 hash computed for the 
literal data, (see [0059]) 

For claim 1 5, US PGPub '808 discloses: 
The method of claim 1, wherein said at least one hash includes an optional checksum value 
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computed for the literal data that allows relatively quick detection of the sensitive information 
and a MD-5 hash that allows subsequent verification, (see [0059]; [0066], lines 3-14) 

For claim 16, US PGPub '808 discloses: 
The method of claim 1, wherein said receiving input step includes: receiving input indicating a 
type for the sensitive information, (see [0054], lines 3-9) 

For claim 17, US PGPub '808 discloses: 
The method of claim 16, wherein said receiving input indicating a type includes: receiving input 
indicating that the sensitive information is a password, (see [0051]) 

For claim 18, US PGPub '808 discloses: 
The method of claim 16, wherein said receiving input indicating a type includes: receiving input 
indicating that the sensitive information is a Social Security number, (see [0051]) 

For claim 19, US PGPub '808 discloses: 
The method of claim 16, wherein said receiving input indicating a type includes: receiving input 
indicating that the sensitive information is a credit card number, (see [0051]) 

For claim 20, US PGPub '808 discloses: 
The method of claim 16, wherein said receiving input indicating a type includes: receiving input 
indicating that the sensitive information is a personal identification number (PIN), (see [0051]) 

For claim 21, US PGPub '808 discloses: 
The method of claim 1, further comprising: automatically determining a type for the sensitive 
information that indicates formatting, (see [0054]; [0062]) 

For claim 22, U,S PGPub '808 discloses: 
The method of claim 21, wherein said step of automatically determining a type includes: 
matching the input against a template for identifying a type, (see [0051]) 
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For claim 23, US PGPub '808 discloses: 
The method of claim 1, wherein said detecting step includes: trapping an outbound buffer of 
data that may contain the sensitive information; and in instances where the sensitive information 
comprises structured data, performing a regular expression search on the outbound buffer, (see 
[001 1]; [0064] - [0065]; Figure 5) 

For claim 24, US PGPub '808 discloses: 
The method of claim 23, further comprising: if a regular expression match is found, normalizing 
data from the match so as to remove formatting and thereafter computing a hash on it, for 
comparison with corresponding hash values stored in the repository, (see [0011]) 

For claim 25, US PGPub '808 discloses: 
The method of claim 24, wherein said hash is a MD-5 hash, (see [0059]) 

For claim 26, US PGPub '808 discloses: 
The method of claim 1, wherein said detecting step includes: trapping an outbound buffer of 
data that may contain the sensitive information; and in instances where the sensitive information 
comprises literal data, performing a sliding window search on the outbound buffer, (see Figure 
5) 

For claim 27, US PGPub '808 discloses: 
The method of claim 26, wherein said sliding window search includes performing an optional 
checksum calculation on successive blocks of bytes within the outbound buffer, for comparison 
with corresponding checksum values stored in the repository. ([0011]; [0064]-[0065]; Figure 5) 

For claim 28, US PGPub '808 discloses: 
The method of claim 27, further comprising: if a match is found based on the checksum 
comparison, verifying the match with a MD-5 hash performed on data from the match, (see 
[0011]; [0048]) 
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For claim 29, US PGPub '808 discloses: 
The method of claim 28, wherein said MD-5 hash performed on data from the match is 
compared against a corresponding MD-5 hash value stored in the repository, (see [001 1]) 

For claim 30, US PGPub '808 discloses: 
The method of claim 1, wherein said step of blocking includes: referencing a stored policy 
indicating whether the sensitive information should be blocked from transmission. ([0012], lines 
4-11) 

For claim 31, US PGPub '808 discloses: 
A computer-readable medium having processor-executable instructions for performing the 
method of claim 1. (see Abstract; Figures 1-10) 

For claim 32, US PGPub '808 discloses: 
A downloadable set of processor-executable instructions for performing the method of claim 1. 
(see Abstract; Figures 1-10) 

As for claim 33, US PGPub '808 discloses: 
In a computer system, a method for securing sensitive items from inappropriate access, the 
method comprising: 

receiving input from a user indicating that a particular sensitive item is to be protected from 
inappropriate access; 

storing metadata characterizing the particular sensitive item; 

based on the stored metadata, detecting whether the particular sensitive item is present in any 
transmission of outgoing data; and 

trapping any transmission of outgoing data that is detected to contain the particular sensitive 
item, (see Abstract; [0010] - [0012]; Figures 1 & 2) 
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For claim 34, US PGPub '808 discloses: 
The method of claim 33, further comprising: a policy indicating what action the system should be 
taken upon trapping transmission of outgoing data that contains the particular sensitive item, 
(see [0011]) 

For claim 35, US PGPub '808 discloses: 
The method of claim 34, wherein said action includes blocking any trapped transmission, (see 
[0012], lines 4 -11) 

For claim 36, US PGPub '808 discloses: 
The method of claim 34, wherein said action includes querying the user about whether the 
particular sensitive item may be transmitted, (see [0011], [0012], lines 4- 11; [0013]) 

For claim 37, US PGPub '808 discloses: 
The method of claim 33, wherein said metadata includes a one-way hash of the particular 
sensitive item, (see [0059]) 

For claim 38, US PGPub '808 discloses: 
The method of claim 37, wherein said one-way hash comprises a MD-5 hash, (see [0059]) 

For claim 39, US PGPub '808 discloses: 
The method of claim 33, wherein said particular sensitive item comprises structured data, and 
wherein said metadata includes regular expression information characterizing a particular 
format for the structured data and includes a hash computed on unformatted data extracted 
from said structured data, (see [0059]) 

For claim 40, US PGPub '808 discloses: 
The method of claim 39, wherein said trapping step includes: locating the particular sensitive 
item by first performing a regular expression search on the outgoing data for finding a match 
based on formatting; and for any match found based on formatting, performing a hash on the 
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match to determine whether it matches a corresponding hash stored as part of the metadata, 
(see [0059]) 

For claim 41, US PGPub '808 discloses: 
The method of claim 33, wherein said particular sensitive item comprises literal data and 
wherein said metadata comprises as a length value plus at least one hash of the literal data, 
(see [0054], lines 3-9) 

For claim 42, US PGPub '808 discloses: 
The method of claim 41, wherein said trapping step includes: locating the particular sensitive 
item by first performing a sliding window search through the outgoing data for a block of bytes 
having a size equal to said length value and having a hash value equal to one of said at least 
one hash of the literal data, (see [001 1]; [0064] - [0065]; Figure 5) 

For claim 43, US PGPub '808 discloses: 
The method of claim 42, wherein said at least one hash includes a MD-5 message digest 
computation, (see [0059]) 

For claim 44, US PGPub '808 discloses: 
The method of claim 43, wherein said at least one hash further includes an optional first pass 
hash or checksum as an optimization, (see Figure 5 & 6) 

For claim 45, US PGPub '808 discloses: 
A computer-readable medium having processor-executable instructions for performing the 
method of claim 33. (see Abstract; Figures 1-10) 

For claim 46, US PGPub '808 discloses: 
A downloadable set of processor-executable instructions for performing the method of claim 33. 
(see Abstract; Figures 1-10) 
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As for claim 47, US PGPub '808 discloses: 
A system providing security for sensitive information, the system comprising: 
a data processing system receiving input of sensitive information; 

a secure lockbox module for storing a secure descriptor characterizing the sensitive information; 
and a security module for detecting, based on said secure descriptor, any attempted 
transmission of outgoing data that contains the sensitive information, (see Abstract; [0010] - 
[0012]; Figures 1 & 2) 

For claim 48, US PGPub '808 discloses: 
The system of claim 47, wherein said input includes an indication of a type for the sensitive 
information, (see [0054], lines 3 -9) 

For claim 49, US PGPub '808 discloses: 
The system of claim 48, wherein said indication of a type includes a selected one of structured 
data and literal data, (see [0054], lines 3-9) 

For claim 50, US PGPub '808 discloses: 
The system of claim 49, wherein said structured data includes a credit card number, (see 
[0051]) 

For claim 51, US PGPub '808 discloses: 
The system of claim 47, further comprising: a security policy specifying what action is to be 
undertaken when the security module detects an attempt to transmit the sensitive information, 
(see [0011]; [0012], lines 4 -11) 

For claim 52, US PGPub '808 discloses: 
The system of claim 51, wherein said security policy specifies an action of blocking any 
attempted transmission of the sensitive information, (see [001 1]; [0012], lines 4-11) 
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For claim 53, US PGPub '808 discloses: 
The system of claim 51, wherein said security policy specifies an action of prompting a user to 
allow or deny any attempted transmission of the sensitive information, (see [001 1]; [0012], lines 
4-11) 

For claim 54, US PGPub '808 discloses: 
The system of claim 47, wherein said sensitive information includes structured data, and 
wherein said secure descriptor includes regular expression information characterizing a 
particular format for the structured data and includes a hash computed on unformatted data 
extracted from said structured data, (see [0054]; [0059]) 

For claim 55, US PGPub '808 discloses: 
The system of claim 47, wherein said sensitive information includes literal data and wherein said 
secure descriptor includes a length value plus at least one hash of the literal data, (see [0054]; 
[0059]) 

Conclusion 

4. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. Rajasekaran et al. in US PGPub No. 2002/0174355 discloses techniques for 
searching encrypted files and Roginsky et al in US PGPub No. 2003/0084339 teaches hiding 
sensitive information. 

5. Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Laurel Lashley whose telephone number is 571-272-0693. The examiner 
can normally be reached on Monday - Thursday, alt Fridays btw 7:30 am & 5 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron, Jr. can be reached on 571-272-3799. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
Laurel Lash ley 
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